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• When to share?  

• What to share? 

• Who to share with? 

• Avoid ‘surprises’.. 
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Chris Carrigan said 

what?! 



PHE Office for Data Release 

Responsible for ensuring requests for personal information 

are processed legally, securely, efficiently and effectively. 

• Under the Data Protection Act (1998) all personal and 

confidential information relating to living individuals must 

be held, used and accessed fairly and securely and 

treated with respect. (Statute Law) 

• A duty of confidentiality extends beyond the death of a 

patient (Common Law) 

• Caldicott Principles – ‘to share or not to share’ 
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Conceptually, data protection is simple 
• Data Protection is about protecting people by responsibly 

managing their data in ways they expect and understand 

• In order to achieve this, the law prescribes certain 

standards and rules.  

• As a data controller, PHE through the Office for Data 

Release applies these rules to each application we 

receive for data. 
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Data Protection Principles 
1. Processed fairly and lawfully  

2. Processed for specified purposes  

3. Adequate, relevant and not excessive 

4. Accurate and kept up to date 

5. Not kept for longer than necessary 

6. Processed in accordance with the rights of data subjects  

7. Protected by appropriate security (practical and 
organisational) 

8. Not transferred outside the EEA without adequate protection  
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Caldicott Principles 
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• Justify the purpose of using confidential information 

• Only use it when absolutely necessary 

• Use the minimum information required 

• Allow access on a strict need-to-know basis 

• Always understand your responsibility 

• Understand and comply with the law 

• The duty to share information can be as important as 

the duty to protect patient confidentiality  

 



The reality? 
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Can anyone guess how many data 

sets PHE has? 
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Communicable disease 

surveillance data 

Disease registration 

Lifestyle and 

behaviours  
Notifiable diseases / 

organisms 

Cancer screening Non-cancer screening 

PHE processes over 100 unique datasets…. 



Data available via ODR 
• Cancer registration data,  linked to: 

– Hospital Episode Statistics 

– ONS mortality data 

• National Cancer Screening Programmes (Breast, Bowel 

and Cervical) 

• National Drug Treatment Monitoring Dataset 

• National Congenital Anomalies Register 
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• No universally agreed 

definition. 

• Creates new knowledge, 

which is generalisable 

• Requires Research Ethics 

Approval (REC)  
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• To assess  the level of 

service against a set of 

predetermined standards. 

• Used/distributed locally in 

order to effect change to 

improve/change the level 

of service currently being 

provided.  

• Does not require ethical 

approval. 

 

 

• Undertaken to benefit 

those who use a particular 

service  

• Designed and conducted 

solely to define or judge 

current service. 

• Does not require ethical 

approval. 

 

Research Clinical Audit Evaluation 

Surveillance of communicable disease and other public health 

Direct care 



The Office for Data Release coordinates a 

three staged approvals process: 

Stage 3: 

Access  

Stage 2: 

Appraisal & 
approval 

Stage 1: 
Application & 

validation 
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• The 3 stages are underpinned by pre-application advice 

• ODR Standard Operating Procedure 

< 60 days start to end 



Stage 1 – Application & validation 
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ODR form summaries: 
• Applicant and organisation 

details 

• Organisation type (i.e. 

Academic, charity sector) 

• Funder 

 

Processing activities 

Data required and frequency 

Proposed retention period 

Data processor (named individual who will 

received the data) 

Legal gateway (if applicable) 

Research ethics committee approval 

Security and data management 
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Alongside the ODR form… 
• Detailed protocol 

• Data specification – listing every field required 

• Evidence of security and data management  

• For identifiable data = a legal gateway 

• For research = Research Ethics Committee 

(REC) approval 
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Stage 2: 

Approval and 

approvals 
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Principle 1: Processed fairly and lawfully 

   

• Process data fairly and have 
legitimate grounds for collecting and 
using the data 

• Must be transparent about the 
intention  to use the data 

• You must not do anything unlawful 
with the data  
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Principle 1: Processed fairly and lawfully 

 • The Act sets out ‘conditions for processing’, one of 

which must be complied with for processing to take 

place 

• Set out in Schedules 2 and 3  

• The safest route to compliance is to ensure the 

individual knows what will be done with their data at the 

point of collection 

• Informed consent = not a document, but a process 
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When consent isn’t practicable? 
The Health Research Authority Confidentiality 

Advisory Group (CAG) will consider: 

a) the age of records and the likely traceability of patients 

(b) the number of records, and 

(c) the possibility of introducing bias because of a low 

response rate or because particular groups of patients 

refuse, or do not respond to, requests to use their 

information. 
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Principle 2: Processed for specified 

purposes 
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“The personal data shall be obtained only for one or 

more specified lawful purposes and shall not be  

further processed in any manner incompatible with  

that purpose or those purposes” 

• Identify the purpose in the protocol 

 

• Ensure the purpose (i.e. research or direct care) in included in 

the notice to the Information Commissioner. 
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Principle 3: Adequate, relevant and not 

excessive 

 
 

• Only request to process the information required for 

the purpose detailed 

• ‘Only ask for what you need!’ – must be 

justified 

• “just in case it might be useful one day!” – not 

acceptable 

• By default – all data should be anonymised 
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• Full date of birth (ddmmyyyy) - Identifiable 

• Month and year of birth         - Potentially identifiable 

• 5 year age band at diagnosis  - Context? Other data 

     held? 

27 

For many secondary uses, it will be sufficient and practicable 

to disclose only anonymised or coded information.  

 



Principle 4: Accurate and kept up to date 
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Principle 5: Not kept for longer than 

necessary 

 

 

 

 

• Review procedures for retention and disposal 

 

• Safeguard the confidentiality of personal data 
being destroyed 
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Principle 6: Processed in accordance with 

the rights of data subjects  

 • Rights of access to the data held 

• Rights to object to processing likely to cause or causing harm 

• A right to prevent direct marketing 

• A right to object to decisions by automated means 

• A right to have inaccurate data corrected or erased 

• A right  to compensation for damage caused by a breach of the Act 
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Principle 7: Protected by appropriate 

security (practical and organisational) 

 

 

 

Sensitive data requires commensurate level of security 

• Security: IT and non-technical  

• Controlling access to information 

• Staff selection and training 

• Ensuring business continuity 

• Detecting and dealing with breaches of security 

• Confidentiality contracts with third parties 
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Principle 8: Not transferred outside the EEA 

without adequate protection 

 

 

 

Beware of others without equivalent protection 
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ODR approval – what happens next? 
Data Sharing Agreement (DSC) 

• Information governance standards in the recipient 

organisation, 

• Legal principles that apply 

• Limits the secondary uses of the requested data 

• Retention periods and destruction. 
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Should we share… 
Scenario 1: A consultant oncologist requests cause of 
death information on his/her patients 

 

Scenario 2: The University of Fibchester in the USA would 
like to send a patient reported outcomes survey to all 
breast cancer patients diagnosed in 2014. 

 

Scenario 3: A UK health charity would like to publish less 
common cancer incidence by cancer site (split by age, sex 
and ethnicity and Lower Super Output Area (LSOA)). 
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• Stage 3: Access to data for an approved 

data recipient 
 
ODR approved over 70 requests in 2014/15 

 

Data was released through secure mechanisms (i.e. encrypted, 

using the Secure File Transfer Service) 

 

This represents around 30% of all requests that came to ODR 
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Who did we release to? 
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In 2015/16 

Over 170 enquiries since April 1st 2015 

• > 70 applications 

• > 40 data releases 
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